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In the four years since the introduction of
HSPD-12, government agencies have adopt-
ed countless approaches to achieving compli-
ance with the presidential directive. These
diverse approaches have one thing in com-
mon: they are designed to deliver control.
Control over who enters an agency’s facili-
ties, accesses its physical property and lever-
ages its logical assets. And at its foundation,
control over the information that enables the
identification and authentication of its
employees and contractors. 

But what agencies may not know is that
unless they shift the paradigm of front-end
versus back-end security systems, they may
sacrifice some of the control HSPD-12 was
intended to create. 

Traditionally, back-end and front-end sys-
tem components have very distinct roles
within an integrated security solution. The
back-end enables the solution, serving as the
host and the driver of policy decisions.
Typically, the back-end is also the destination
for the storage and management of data. 

Conversely, the traditional front-end repre-
sents the part of the system with which the
user directly interacts. The front-end trans-
lates user input into data which the back-end
can utilize. For example, in a physical access
control system (PACS), the server or host is
the back-end. That back-end stores identity
information, as well as the data that allows
the system to determine whether a user is
authorized to gain physical access. The
access control panels and other field devices
-- which enable users to interact with the sys-
tem -- play the role of the front-end. 

In the new world order that is HSPD-12, the
back-end is commonly referred to as the iden-
tity management system (IDMS). This system
is the backbone of the HSPD-12 compliant
solution. It stores identity information, creates
the system infrastructure, defines workflow
processes, enables lifecycle management and
more. The terminals and devices that facilitate
enrollment, registration and issuance of cre-

dentials are considered the front-end. 
The core benefit of this new HSPD-12

environment is the assurance that an agency
can establish and maintain a single, unique
identity for each of its employees and contrac-
tors. Ideally, this single, unique identity can be
provisioned for physical and logical access
control throughout an agency’s multiple loca-
tions. One back-end system would store iden-
tity information, and agencies would leverage
the front-end to make updates to the identity,
manage authorization for the use of that iden-
tity and seamlessly “onboard” and “offboard”
users. To do this, the agency must have con-
trol over the IDMS, or the back-end. 

But many agencies are opting for a man-
aged-services model, relinquishing that con-
trol in favor of allowing a third party, such as
U.S. Access, to manage their IDMS. Instead
of maintaining the back-end host identity
server locally, storing and making identity
data accessible on-site and enabling local
rules processing and customized workflow
configuration, the back-end is being out-
sourced. While this shared management of
the HSPD-12 solution means the agency
gains valuable resources for its identity man-
agement program, it can also mean that it
gives up direct, unfettered access to critical
identity management information. In the tra-
ditional scenario, because the third party
issues the credential, it likely also maintains
the back-end, effectively isolating the creden-
tial information from the front-end compo-
nents that typically need such information to
make valid authorization decisions. 

To overcome these challenges, agencies
must transcend the traditional scenario and
redefine the back-end and front-end. They
must transform the legacy back-end to serve
as an intelligent and flexible front-end, allow-
ing critical identity management information
to be shared with and leveraged by the local
agency’s internal systems infrastructure. By
implementing a framework of workflow capa-
bilities and links between these internal sys-

tems and the new front-end, a local IDMS is
created. This creation restores the agency’s
control over identity management informa-
tion, and makes that information available
where it can be most useful, at the local level. 

This new approach will enable agencies to
continue to benefit from the managed-servic-
es model, while creating valuable links
between the third-party and local identity
management systems. The downstream link
can serve as a provisioning platform, ensur-
ing that the local IDMS and all internal sys-
tems that connect to it maintain the most up-
to-date identity information in the form of
new enrollments, updates and deletions that
are originated by the third party at the host,
or central, IDMS. Because it now has control
over and access to identity information, the
agency can leverage the unique identity cre-
dential for a variety of additional systems and
applications such as physical and logical
access control, single sign-on and more. The
IDMS not only takes on enhanced function-
ality, it increases the return on investment by
enabling enhanced usage. 

With innovative planning and a willingness
to shift their systems architecture paradigm,
government organizations can transform their
back-end to deliver a new, intelligent, author-
itative front-end. Through this transforma-
tion, they will create storage for unique iden-
tifiers, a forum for automated provisioning,
control over policy implementation and busi-
ness rules processing, a framework for work-
flow and lifecycle management and a plat-
form for compliance and auditing. And they
will realize new value for their identity man-
agement system and achieve a safer, more
secure environment. After all, that’s just what
HSPD-12 was conceived to help them do. 
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